Packet Decode

9‘11.1;49 000 AM EDT 01 min 4

9:15:40.000 AM EDT

Packet Rate | 172.22.24.62_N:(if4) | Total Count : 19,852,574 | Mining Complete

Segment Time - 0.14:49.001 AM - 3:14:49.151 AM | Packets 61006 T 1

Interval Chart
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Packet  Absolute Time Lent Source Destination Interpretation DetaillHex Objects

1 9:14:49.001.932520 Al 66 23218.64.201 232180010 TCP: S=445(Microsoft-DS) D=60745 LEN=1460 SEQ=14547 Layer Objects/Segment Objects/Interval

2 | 9:14:49.001.935150 Al 66 232:18.64.201 232.18.90:10 TCP: S=445(Microsoft-DS) D=60745 LEN=1460 SEQ=14547 Application 4 7

3 9:14:49.001.937.260 Al 66 | 232.18.90.10 232.18.64.201 TCP: 5=60745 D=445(Microsoft-DS) LEN=0 SEQ=4558960¢ Host 59 . 24

4 91449001939500 A1 66 2321864201 232189010 TCP S=44 Dty Panel

Context 70 -Layer Screen 100

5  0:14:49.001.041.480 A} 66 | 232.18.64.201 232188010 TCP:¢ Network 55 77

6  9:14:49.001.943.720 Al 66 232.18.90.10 232.18.64.201 TCP- 5

T 9:14:49.001.945.840 A0 66  232.18.90.10 232.18.64.201 TCP: |

8 9:1449001047 690 Al 66 2321864201 232189010 TCP Apmiationiiusns 4 ol 4

9 9:14:49.001.940.610 A} 66 § 232.18.64.201 232.1880.10 TCP sofi-DS) D=60745 LEN=1460 SEQ=14547 Application  Packets/Segmer Bytes/Segment Packetsfinterval Bytes/Interval
10 9:14:49.001.951.990 A 66 232 Summary Panel 0745 LEN=1460 SEQ=14547 SMB 56216 3602052 4612880 305869558
11 9:14:49.001.953.960 Al 66 23218654201 232189010 | CP: S=445(Microson-Us) U=60745 LEN=1460 SEQ=14547 | TCP OTHER 3059 297215 52071 5179140
12 9;14:40.001.956.010 A! 66 232189010 232.18.64.201 TCP: S=60745 D=445(Microsoft-DS) LEN=0 SEQ=4558560¢ IBM_MQ 1817 555808 30841 9430165
13 9:14:40.001.058570 A} 66 | 23218.64.201 232185010 TCP: ¢ | | Megaco. T 1 88 4 288
14 9:14:49.001.960.490 A 66 232.18.64.201 232188010 TCP
15  9:14:49.001.962.280 Al 66 | 232.18.90.10 232.18.64.201 TCP:
16  9:14:49.001.964.140 A 66 232.18.64.201 232.18.90:10 TCP SEQ=14547 Objects Panel - Application Screen
17 9:14:49.001.966.000 Al 66 | 232.18.64.201 232.18.80.10 TCP:S 460 SEQ=14547
18  9:14:49.001967.760 A 66 232189010 2321864201 TCP-S
19  9:14:49.001.969.580 Al 66 | 232.18.90.10 232.18.64.201 TCP: 5
20 9:14:49.001.971560 Ar 66 232.18.64.201 232.18.90.10 TCP
21 9:14:49.001.973.360 Al 66 | 232.18.64.201 232.18.80.10 TCP: S=445(Microsoft-DS) D=60745 LEN=1480 SEQ=14547

= Add to Filter
| = & pac 1 [ . A - B | Display Only Search Result .

4 | Packet Decode

Filter -1 (G) | 01:09:00.000 AM - 01:09:15.000 AM PDT | Filtered Packels : 2,504 | Processed Packels: 74,880

Digplay Start Time - 1:09:00.001 AM PDT : End Time - 1:09:14.935 AM PDT TCP Analysis

Filter C

Packet- 7 | Time - 1:09:00.001.360.400 AM PDT | Window Size - Host A - 65

ik —
w
5
g
@ 40k —
3
-3
=
H
20Kk —
L T T T - T | -
1:09:00.001 AM POT 1:09:01.868 AM PDT 1:09:03.734 AM PDT 1:09:05.601 AM PDT 1:09:07.465 AM PDT 1:09:09.335 AM PDT 1:09:11.201 AM PDT 1:09:13.068 AM PDT 1:09:14.¢
=— Window Size : Host A — Window Size : Host B Bytes In Flight : Host A Bytes In Flight : Host B Reset [\ Retrans Timeout © Lost Segment
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Packet Absolute Time Delta Time Length Source Destination tep.window_= tepinfo_bytes_in_fl tcp alarm tep.ack tcp.seq Interpretation
7 1:09:00.001.360.400 0.000.000.000 63 10.60.96.8 10.23.81.41 65535 0 = 486646089 2215760680 TCP: £=46523 D=3306(MySQL) LEN:
23 1:00:00.004.507.880 0.003.147 480 68 1060968 10.23.81.41 65535 0 - 486649009 | 2215760680 TCP: S=46523 D=3306(MySQL) LEN:
47 1:09:00.009.344.830 0.004.336.950 63 10.60.96.8 10.23.81.41 65535 0 - 486651929 | 2215760680 TCP: S=46523 306(MySQL) LEN:
52 1:00:00.010.365.360 0.001.020.530 1522 10.23.31.41 10.60.96.3 65535 1460 = 2215760680 486656309 TCP SQL) D=46523 LEN:
67 1:09:00.013.384.920 0.002.999580 1522 10.23.81.41 10.60.96.8 65535 2820 - 2215760680 488657769 TCP SOL) D=45523 LEN:
82 1:00:00.016.347.350 0.002.982.430 68 10.60.96.8 10.23.81.41 65535 0 = 486654849 | 2215780680 TCP. 5=46523 305(MySQL) LEN:
497 | 4-AMNA AR 747 4704 A NAO AN TTA RO AN AN OR O 10 27 04 41 RRRIR n AGRRRTTAN | IMMATRNAON | TrD- ©-4RKII N=3INAMACOL L | Thi-
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FE|PACKET: #7 2018/06/05 08:09:00.001.360.400(UTC); Length=68 bytes; Captured=68 bytes
| JBETHERNET : 5=[00-23-£9-06-CE-17],

[00-00-0C-9F-F2-B8], EtherType=0x0300

|m @ 1IP: 5=[10.60.96.8] D=[10.23.81.41] LEN=20, ID=2582, Offset=0, Proto=TCP;
|El T TCP: 5=46523 D=3306(MySQL) LEN=0 SEQ=2215760680 ACK=486646089 WIN=65535
i Source port = 463523
Destination port = 3306 (MySQL)
Seauence n = 2215760680




