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Route Explorer for BGP Routing 

Packet Design's Route Explorer delivers breakthrough BGP route analytics for the largest 
service provider and enterprise networks.  Route Explorer includes a suite of capabilities that 
dramatically aid the engineer in analyzing, diagnosing and resolving complex routing 
problems, including a BGP root cause analysis capability that can isolate the key events 
within a flood of BGP messages. Network managers are presented with actionable 
information, including:  

• An accurate view of intra-domain and inter-domain Layer 3 topology at any point in 
time 

• Tools to effectively analyze a virtually unlimited number of BGP events over any 
selected period of time 

• Critical event notification derived from detailed analysis of large volumes of BGP 
messages  

• BGP policy verification through snapshot-in-time visualizations of inter-AS routing  
• Easily understood forensic analysis, including before-and-after comparisons, and 

animations of topological changes in routing over time  
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BGP Routing Table Visualization 
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BGP Routing Historical Analysis 
 
One of the biggest challenges in BGP problem solving is assembling an accurate historical 
view of BGP routing activity.  Route Explorer provides a history navigator that allows network 
administrators to view a histogram of BGP routing events. Since Route Explorer records all 
BGP routing updates from its peers, the history navigator provides an accurate picture of 
BGP activity in the network at any moment in time. The history navigator also serves as 
"home base" for selecting time periods for further detailed and automated analysis. Figure 2 
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shows a sample history navigator screen illustrating a suspicious spike of routing activity in 
UC Berkeley’s BGP network that may indicate a potential problem. 

 

Figure 2:  BGP History Navigator display for UC Berkeley 

Detailed RIB Analysis 
 
Detailed analysis of the state of the BGP RIB includes multi-level filtering on various BGP attributes for 
rapid problem isolation.  In addition, a unique before-and-after analysis tool can easily highlight the 
difference between the state of the network at any two points in time, such as immediately prior to and 
following a spike in activity.  Used in conjunction with the history navigator, these tools automate what 
has traditionally been a tedious process of gathering and parsing huge volumes of BGP events to 
understand the state of BGP routing at a given point in time.  Figure 3 shows a RIB Analysis view of 
routes and their assigned MED values, which allows a network engineer to easily see if MED policies 
are correct for their entire network at any time in history.  Right clicking on a value in the Route Count 
column brings up the option box shown, which allows the engineer to: 

• View all the routes associated with the MED, along with its associated router, its up/down 
state, BGP attribute values, and AS/Area membership. 

• Visualize the state of the topology with multi-AS route counts for the selected MED 

• Further filter the routes associated with the selected MED, by other BGP attributes 
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BGP Root Cause Analysis 
 
One of the most difficult tasks in managing a BGP network is identifying the critical, root 
cause event(s), or changes in the network, from the large volume of BGP messages that are 
a result of those event(s).  Route Explorer provides a break-through root cause analysis 
capability that automates this task.  By selecting any time period in Route Explorer’s history 
navigator and launching the root cause analysis tool, the network administrator can see a 
summary of macro-level events and the number of BGP messages and prefixes associated 
with each event. This summary allows further exploration of the detailed messages and 
prefixes associated with each root cause event, as well as the option to view a dynamic 
animation, illustrating the macro BGP events on the affected network’s topology in the 
selected timeframe. 

Route Explorer’s BGP root cause analysis capability provides network engineers with an 
intuitive, animated display of the changes to their BGP topology, helping them to visualize 
the “big picture” as to what happened, rather then spending hours manually analyzing the 
detailed router messages. The user can rewind and play the animation at various speeds to 
view how their multi-domain peering structures and routes changed over time. A multi-
domain topology map, with graphic representation of route volume per peering provides 
insight into how external and next-hop peers have affected IBGP peers and overall routing 
behavior. Isolation of root-cause events such as peering flaps and MED (Multi Exit 
Discriminator) oscillations, or policy violations such as misconfigured community tags and 
unwanted back-door paths is performed in minutes rather than days. Topology animations 
highlighting critical events can be saved in SVG format and emailed between service 
providers, greatly helping to coordinate and speed inter-provider problem resolution. 
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BGP Route Analysis in Production BGP Networks  
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Case Study 2:  Identifying Persistent ISP Customer Route Flaps 
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Case Study 3:  Identifying MED Oscillations 
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