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	 •	 �0�H�G�L�D���&�R�Q�Y�H�U�V�L�R�Q refers to Taps that support different media types on their network and 
		  monitor ports. Many Taps have pluggable SFP or XFP ports enabling different media types to be  
		  accommodated simply by plugging in different transceiver types. Some Taps even perform 10  
		  Gigabit to 1 Gigabit and 1 Gigabit to 10 Gigabit data rate conversion as well.
	 •	 Filter Taps enable mirrored traffic to be restricted to particular protocols, source and destination 
		  IP addresses, VLANs, ports, and other criteria, making it easier to isolate or troubleshoot 
		  issues, and relieving monitoring tools from spending valuable processing cycles on  
		  pre-filtering traffic. For example, the Net Optics Director Data Monitoring Switch supports filtering  
		  as well as regeneration, aggregation, remote management, and media conversion, all in a single  
		  device.
	 •	 Bypass Switches create fail-safe access ports for in-line devices such as intrusion prevention 
		  systems and firewalls.

The wide range of Tap devices available today enable appropriate monitoring access to be built into all 
parts of the network architecture, at the edges, distribution, LAN, and core. Such a Monitoring Access 
Platform (MAP) does not depend on Span ports for strategic information access, but in fact frees up the 
Span ports for tactical monitoring access when special needs arise. Permanent and ongoing  
counter-terrorism monitoring can rely on a Tap-based MAP for consistent, persistent, and secure 
monitoring access, immune to the vagaries of day-to-day network administration and management.
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Conclusion
Monitoring is an essential building block of Bejtlich’s “defensible network architecture,” the first of its 
seven key characteristics: monitored, inventoried, controlled, claimed, minimized, assessed, and current. 
(http://taosecurity.blogspot.com/2008/01/defensible-network-architecture-20.html) Utilizing Span ports 
for counter-terrorism monitoring access is placing that building block on a weak foundation, subject to 
packet loss, misconfiguration, and intrusion. A Monitoring Access Platform, based on Tap technology and 
integrated within the network architecture, is an alternate access approach that provides a solid base on 
which to build your network’s security and counter-terrorism applications.

For further information about Tap technology for security applications:
http://www.netoptics.com
Net Optics, Inc.
5303 Betsy Ross Drive
Santa Clara, CA 95054
(408) 737-7777
info@netoptics.com


